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= Part I: Introduction

< Part Il: Public key infrastructure

= Part I11: PKI status in IRAN
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Introduction
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Merchant and ‘Customer perform a transaction on

digital world
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Digital Signature

Ensuring Authenticity and Report Integrity
INn Electronic Transactions
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Moving towards PKI ...
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CERTIFICATE

\ssuer (CA) Dist‘mgu'\shed Nam_e (DN) e.q.

=GB, O=Baltimore Technologies, OU=pgp
e Senal number (allocated by CA)
< Nansiy peniod ypically a year)
Nser (Sunjecy) Distinguisthied Name

\Nsex Public Key parameters e.q. RSA
\Aser Punlc Key
Extensions e.q.

Alternative user name (e.g. e-mail address)

Key usage e.g. digital signature, key
encipherment

Issuer

Subject
Subject Public Key

® Signing algorithm parameters
e.g. SHA-1, MD5

Issuer Digital ® A Signature

Signature
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Challenges:
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Moving towards PKI ...
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Public Key Infrastructure
(PKI)
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@ ® ey Infrastructure (PKI) uz

PKI 1s an Infrastructure to support
and manage Digital Certificates

QR

1S

>

11

1st Expert Group Meeting (EGM) on Electronic Trade-ECO Cooperation on Trade Facilitation



Basic Components:
e Certificate Authority (CA)
* Registration Authority (RA) > “Provider” Side

~~

e Certificate Distribution System

—
» PKI enabled applications } “Consumer™ Sigg
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Certification
Entity

Cert. Request

< CSigP-ed Certificate chain and staltus % q
En ertificate ] =
Entity - Certificate chain and ~ Application
Directory stalus query  Relying party
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PKI Status (n IRAN
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CA operations

% L (i.e. CARA,
Organization OCSP.TSA...)
Stamp
Certificate
N\ N, e
Code ( ‘) y -/ (\) E-mail (S/MIME)
Signing J \_.
ii
Server ‘-x. i) Aut?igglcna;tlon
(SSL/TLS/DC).____
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I.R.IRAN

Digital Certificate
Policy Council

Governmental Governmental | Governmental/
General [Private T Private
Intermediate CA Intermediate CA Intermediate CA
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| K I RAN Root CA Certificate Policies
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@ . IRAN PKI Standards

Cryptographic PK-
Profile Algorithm Protocol NAGdile Enabling Etc.

. Key
Security Encryption
Token | (PKCSHS &
Requireme | PKCSH#8)
& | :

Acceptable |
Ai'gorithmsf

. ) |
CMC/CSR/ CMS

ChY: Security '- (PKCSHT)

Certificate Local Token

Profile Algorithms

Validation

LDAP/OCSP FACHa

/TSP

Two Factor
CRL Profile Authentica
tion

Certificate Acceptable
Path Interfaces

Validation
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*HSM Laboratory: for testing and evaluation of Hardware Security
Modules

vSmart Card

vUSB Token
vHSM (internal/External)

*CA Laboratory: for testing and evaluation of digital certificates
Issuing and managing products

“CA, RA, OCSP, TSA, ... @z

*PKE Laboratory: for testing and evaluation of PK-enabled
applications

vWeb based Applications
+¥Stand alone Applications

*Cryptology Laboratory: for testing and evaluation of
Cryptographic Algorithms

vcryptographic algorithms (Symmetric, Asymmetric , ...)
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General Intermediate CA Certificate

Issuance statistics

=@~ Total issued certificate

2011 march 21th 2012 march 20th

1st Expert Group Meeting (EG

141

2012 may 20th




PKI Interoperability

Experiences
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“> Usability of legal digital signature in different PKI domains

= ensuring that the certificates meet assurance requirements and have legal
effect as required

= activate global e-commerce

“ exchanging PKI related information between the different domains
And finally: dev wransacliong
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ECO Policy |
Authority |

Advisory
Commitee

Evaluator
Group A




IRAN Root CA Scheme for PKI Interoperation
Cross Recognition + CTL
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«Consulting services for Design and establishing of Interoperation Scheme in ECO PKI

Domains

*Provide advice and services to establishing PKI domain for ECO members
*Consulting services for integrating of PKI Domains

*Provide Auditing and Evaluation services to Competent Authority

*Act as an evaluator if there is no auditor in a country

*Give advice to Competent Authority for policy compliance Auditing, evaluation

guidance, criteria and standards.

4

w' According to I.R.IRAN Root CA recent efforts, it can opraete as
Q Advisory Committee to facilitate Cross-Recognition procedure
7%, Dbetween ECO countries.

]
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@ IRAN Root CA Related Measures ‘-g
*HEstablished of Hierarchical PKI Domain with four levels policy
*Established of PKI Laboratories for Auditing purposes

*Providing of Internal PKI Standards in order to create of Interoperation
*Design an optimal scheme for interoperability in PKI

*Preparation of CP Guidelines in order to providing of a template and
guidance for ECO Certificate Policy Edition

*Preparation of CR Policy in order to propose the Architecture and

mechanisms of cross-recognition
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Thanks for your attention
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